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Wake up 
and turn on 
smart lights. 

5AM

Connect tablet to 
home Wi-Fi, order 

son’s soccer cleats. 
You’re cold so you 

adjust the 
temperature with your 

smartphone app.

7AM

You receive an 
email from State 

Tax Authority 
requesting 

employee data.

9AM

Take a mental break. 
Check your social 
media and send 

messages to friends  
celebrating birthdays. 

Check online cc 
account to get status 

on fraudulent charges.  

2PM

Traffic is crazy, use 
GPS to find an 

alternate route home. 
Once home, check the 

mail and your tax 
forms have arrived.

6PM

Take your oldest kid 
to buy their first car 
in which you are a 

co-signer.

7PM

Help kids get to bed. 
Before streaming a 

movie, fire up your work 
laptop to finish a 

project and send a few 
emails.

10PM

Turn off the 
home alarm, put 

on fitness 
tracker, turn on 

walking app. 
Walk the dog.  

6AM

On the way to the 
office, you get a call 

from your credit 
card company about 
fraudulent charges.  
You stop at an ATM 

to get cash. 

11AM
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One in Ten
URLs are malicious

Mobile ransomware is 

up 33% from 2019

1 in 36 mobile 
devices had high risk 
apps installed An average of 4800 websites are 

compromised with formjacking
code each month

48% of malicious email 
attachments are Office 
files, up 5% from 2019

48%

We live in a hyper-connected mobile 
world

Emerging Threats: Creepware
Spear-Phishing
Credential Stuffing





Phishing Scams
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• The overwhelming amount of news coverage surrounding the novel coronavirus has created a new 
danger —phishing attacks looking to exploit public fears about the sometimes-deadly virus.

• How does it work? Cybercriminals send emails claiming to be from legitimate organizations with 
information about the coronavirus.

• The email messages might ask you to open an attachment to see the latest statistics. If you click on the 
attachment or embedded link, you’re likely to download malicious software onto your device.



Designed to look like they’re from the 

U.S. Centers for Disease Control

Falsely claim to link to list of 

coronavirus cases in your area



Offer purported medical advice to 

help protect you against the 

coronavirus

Provides links to download “Safety 

Measures”



Un-prompted, no identification of 

sender

Contains a malicious link



Specifically target workplace email 

accounts

Usually contain a link to fake 

company policy that contains 

malicious software



Often enhanced by spear-phishing

May contain requests for confidential 

information 



Shark Tank’s Barbara Corcoran 

targeted by spear-phishing business 

email scam

Resulted in ~$400K compromise



Beware of online requests for 
personal information

Check the email address

Watch for spelling and grammatical 
mistakes

Look for generic greetings

Avoid emails that insist you act 
now

Hover over included links to ensure 
accuracy



Unemployment And Stimulus 
Check Scams
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• Newly idled Americans have filed millions of unemployment claims during the COVID-19 outbreak. Calls 
to state employment insurance services have at times overwhelmed phone lines and websites. That’s 
created opportunity for fraudsters.

• How? In some cases, scammers are pretending to represent government entities. Their goals include 
stealing claimant’s benefits, money, and personal information to commit crimes such as identity theft 
and other frauds.



May attempt to spoof a bank or 

financial institution

Beware requests demanding urgent 

action or response



Texts can be personalized to 

recipient or current events

HELP is common short text code to 

determine more info about sender



Often impersonates government 

body

Secure mail redirects to mask 

information collection



Phishing – Emails from “Unemployment Assist” with subject lines that 
read “ID Eligibility Requirement” or “Verification Required”  

Debit and Direct Deposit Card Scams – State specific, insists that 
recipient apply for one of the unemployment cards

Fake Phone Call Scams – Phone and text messages that indicate that 
unemployment benefits account was suspended, call another number to 
resolve 

Jobseeker Scams – Pretend to be employers to collect information or 
trying to get money

Fake Website Scams – Sites that indicate they will help you file for 
unemployment benefits, or file on your behalf 



Don’t respond to 

unsolicited emails or 

texts

Never click website 

links in emails

Watch out for “drive-by” 

downloads

Keep security software 

up to date

Don’t wire money or 

give out personal info 

over email or text



Securing a Remote Network
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• Companies such as Apple, Google, and Microsoft have announced they are allowing staff to work 
remote to help protect against the coronavirus.

• If you decide to work remote, it’s a good idea to keep cybersecurity in mind. That means protecting your 
devices and data, just like you would in the workplace.



Keep close contact with your employer
It’s smart to stay on top of company communications. Your inbox might contain emails about policy changes 

ranging from work hours to travel. Your employer might consolidate coronavirus-related information on the 

company intranet. If you have questions, ask.



Use what’s in your company’s tech toolbox
Companies often have tech tools that can help keep you cybersafe when you work from home. That might mean 

you do your work on company-supplied laptops and mobile devices. They likely include firewall and antivirus 

protection, along with security features like VPN and 2-factor authentication.



Control the impulse to improvise
Employees often work in teams, and that can mean using collaboration tools like instant-messaging platforms and 

video-meeting rooms. If a tool isn’t working right, you might be tempted to download a substitute. Don’t do it. You 

could inadvertently introduce a software program with a security flaw — and that means someone unauthorized 

may be able to access company data, or any personal data you have on that device.



Stay current on software updates and patches
You might get reminders that software updates are available for your computer, laptop, tablet, or mobile device. 

Don’t wait. Update. Also, keep in mind you can configure your devices to update automatically.



Protecting Kids Online
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• Many families spend a lot of time at home — more so, recently, due to health concerns related to 
COVID-19. At-home time often translates into more hours spent online. For kids, that might involve 
school, homework, socializing, entertainment, and gaming.

• But not everything online — or every online activity — is well-suited for kids and teens. What can you 
do? You can help monitor online time and activities in various ways. You can set guidelines and check 
in with your kids to make sure they’re followed. You might also consider a parental-control app to help 
you manage some of these tasks.



Schedule screen time 

limits for kids and 

devices

Monitor what your 

kids are doing online

Set rules about using 

social media

Stay on top of 

information shared 

online

Limit access to 

websites

Keeping tabs on what your kids do online requires effort. Even so, it’s a good idea to take steps to monitor who they're talking to, 

where they go, and what they consume and download.

It's also a good idea to periodically discuss online citizenship and whether your kids still agree with the house rules. The goal is 

helping to keep your kids safe online while building safe and smart online habits.

If you find yourself spending more time with your kids at home — by choice or necessity — you’ll be glad you took the time to guide 

them online.



Video Game Scams
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• Games have a robust economy both in and out of the games themselves. In-game currency, in-game 
purchases, real-world currency stored in wallets and the games themselves are all lucrative assets, and 
they are enticing targets for scammers and cybercriminals.

• Cyberthieves have already unleashed a host of scams focused on the stimulus checks the federal 
government is providing to help lessen the economic impact of the pandemic. And because scammers 
have always targeted video game players, it wouldn't be surprising to see the number of gaming scams 
rise as more people, confined to their homes, log on to their favorite games.



Fake Games – Generally fake mobile versions of popular online games 
that install malware on the users device

Phishing – Emails to gamers asking them to confirm their password, or 
login to a website infected with form-jacking malware

Takeover Scams – Malware that takes advantage of the poor security of 
many gaming platforms to steal credentials

Third Party Websites – Tricks gamers into visiting third party websites 
to download game enhancements, but compromises provided info

IP Address Compromise – Used to identify your real info to commit 
physical attacks such as doxing or swatting



Don’t respond to emails or direct 

messages from Discord, Twitch, or 

Steam requesting info

Use two-factor authentication 

whenever possible

Be cautious towards password 

scams

Install and use a VPN when playing 

games that can expose your IP 

address



Telemedicine Safety
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• The recent boost in virtual doctor visits due to social distancing brings new worries of privacy. How 
secure is the information shared during these online visits with healthcare providers? Can 
cybercriminals steal your personal health or financial information?

• Fortunately, there are steps you can take to help protect your privacy while using video conferences to 
discuss medical issues with your doctors and other healthcare providers.



Ask if your medical 
provider saves your 

video sessions

Use video-
conferencing 

services that rely on 
encryption

Be careful what 
information you send 

in emails or text 
messages

Ask if your medical 
provider shares your 
medical information 

with third parties

As early as February, virtual doctor visits accounted for 1% of physician visits. Today, more than 80% of network patient 

visits are being moved to telemedicine platforms. Hackers try to exploit these networks, monitor keystrokes, and 

intercept documents sent between doctors and patients due to the high value of medical records. 



Why We Protect Employees and their 
Wellness

We believe that everyone has the right to explore this 
amazing yet increasingly complex digital world.

Everything we do is focused on protecting your 
employee and their financial and personal wellness.

Together Norton and LifeLock are redefining what it 
means for your employee to be safe in the digital 
world.

We securely connect People,
Information & Things everywhere.



Thank You!
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